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WHO WE ARE

HILANS Consulting LLC, is a minority owned certified company
founded in 2010. Our goal is to deliver a range of perspectives in
managing projects from development to a full production within
the federal sectors.

HILANS has a proven track record with interdisciplinary
expertise, security experts, innovators and data analytics. Our
staff are qualified experts, problem solvers with the required
education, training and experience of the industry that drives
ingenuity in our solutions.

We pride ourselves on being innovators of information
technology with security best practices and inspiring new
horizons.

Our expansive portfolio includes cloud computing, cyber
security, Software and Systems Engineering, data center
engineering and general management consulting services. Our
benchmark is to leave a lasting quality imprint in all the varied
areas of our business.
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We Leverage
Technology to
solve business

problems.
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We actively monitor the cyber threat landscape,
perform in-depth analysis of emerging threats
and zero-day vulnerabilities, and apply protections
to client environments worldwide, every day.

e 40 staff
e Over 300 clients across 4 countries
e Counter Threat research team:

3+ dedicated security researchers
* Focused on emerging threat trends
e Rapid countermeasure development
* Applied intelligence across solutions

16+

Years of threat Expert security
intelligence data consultants

Incident Consulting
response engagements
engagements performed
last year annually
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80+

Top security researchers

2B+

Threat Indicators

100+

Threat Groups actively monitored
from 30+ countries

100+

APT-response engagements

CREST
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Gl_[s-:.- " Certified Service




Consultancy

-Cloud Computing
-Software Engineering
-Process

-Map and IT strategy
-Mobile Technology
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_ Data Centre
Security Construction
and
Management

IT
Procurement

General eProcurement
IT Procurement
Supplier Management
Asset Management

IT Training
and Staffing
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Cloud
Computing

Software
Engineering

</>

Process
Map and
I'T strategy

S

HILANS CONSULTING is a leader in cloud computing having
led large enterprises to adopt cloud computing in a secure
manner. Provides consulting and engineering services to all
sizes for the core deployment models - public, private or hybrid
clouds or service models - infrastructure-as-a-service, platform-
as-a-service and software-as-a-service. Consulting services
include cloud adoption decision making matrix, a
comprehensive risk assessment of cloud computing and
conducting security audits.

Consulting services that span the conception of ideas through
requirements, design, development, testing, implementation and
maintenance ofsecure software. Our Software architects and
programmers possess bachelors and master's degrees in software
engineering from universities in Ghana, UK, USA, Kenya, India and
South Africa. Our staff also includes seasoned graphic designers
and web developers as well.

Expertise in implementing ITIL framework in small to medium size
organizations. We are experts in Agile methodologies. We work
with IT staff of all sizes to develop a roadmap for the successful
adoption of agile methodologies. We also specialize in a
comprehensive review of IT processes to prescribe efficient
service delivery models that will expedite IT service delivery
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Our expertise include developing mobile apps for corporations to
enable their customers to self-service and for convenient service
delivery. We can review existing mobile solutions and redesign them
to fit modern technologies. Mobile solutions enhance customer
experience, employee engagement, workplace productivity,
collaboration, mobility, and wireless solutions.

€
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@ CYBER SECURITY

We provide security governance and
framework services, ISO 27001 security
framework implementation, incident
response, security awareness, training and
staffing, strategic consulting services and
technical testing.

We actively monitor the cyber threat
landscape, perform in-depth analysis of
emerging threats and zero-day vulnerabilities,
and apply protections to client environments
worldwide, everyday.

GOVERNANCE RISK AND
COMPLIANCE

O Corporate Information security
programs

Risk assessment framework
ISO/IEC 27001 implementation
SANS Top 20

NIST Standards

000O0DO

Security strategy consulting &
Security framework assessments

0

Payment card industry standard
(PCD
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INCIDENT RESPONSE

000000

Response plan development
Response training/exercises
Incident response testing
Forensic investigations
Digital forensic analysis
Targeted threat hunting
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SECURITY AWARENESS STRATEGIC SECURITY
TRAINING AND STAFFING :  CONSULTING SERVICES

O Onsiteresident expert O Information Security Design and
O Center of excellence programs Architecture

- SANS curriculum

O Advanced cybersecurity training
for staff

O Security awareness programs

Security Operations and monitoring
Security architecture assessments
Cloud security framework

Cloud security risk assessment

PENETRATION TESTING
AND ASSESSMENT

Application security Mobile app
security assessments

API testing

Web app security assessments
Red team

Remote red team

Onsite red team

Network security

Vulnerability assessments
Penetration tests

Advanced penetration tests

Wi ireless network penetration
Vishing

Phishing

War dialing

00000000O0OO00O0OCODPO
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COUNTER THREAT PLATFORMS

We unify enterprise security for our clients.
We span the security ecosystem to preserve your investments.
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* Additional device or vendor
support may be available.
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VISIBILITY, SCALE, INTELLIGENCE

Environment

= Data Center

& Endpoint
Counter
& Cloud Advan?ed Threat Unit
. Analytics
0 Mobile Portal

-Machine Learning

-Expert

Counter
System Threat
-Correlation Operations

Centers

OUR TEAM’S RELATED COMPETENCES

@ ISACA
® EMC/RSA
@ ArcSight
@® FireEye
@® Splunk
@® Websense
@® Qualys
® Web Security
® CompTIA
OSWP
SANS
CEH
ITIL

Mobile

&

Prevent

Respond

Predict

O Vmware
O Microsoft
O CSA
O IsCc2

LE s



Security Security, Risk Security Testing Network and
Operations and and Compliance Endpoint
Intelligence Solutions Solutions

Global Threat Intelligence

Enterprise Brand
Surveillance

Counter Threat Unit™
Support

Advanced Malware Analysis

16 | HILANS CONSULTING CORPORATE PROFILE



Data and
Application
Solutions

Incident Response Cloud Security
and Management Solutions

Security
Consulting

Managed
Services

Incident
Response and
Management

Threat
Intelligence
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@ GENERAL PROCUREMENT

AN\

Companies that need to take control of their
purchasing environment turn to HILANS
CONSULTING for all IT Procurement needs.
With over 30 years of experience in software
and hardware acquisition coupled with
extensive partnerships with premier vendors,
we can take on the IT procurement
headaches from contract negotiations
through procurement to actual
implementation. We also provide professional
services for all the software and hardware
that we procure.

Our IT procurement model is set up to meet
the needs of enterprise environments, our
solutions and services can either exist
independently or can be seamlessly
integrated with other systems.

OURPROCUREMENT
SERVICES

IT Procurement
- Hardware and Software from all
major vendors.

Asset Management
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== DATA CENTER CONSTRUCTION & MANAGEMENT

()]

HILANS CONSULTING is a leading
engineering, consulting and construction
company with the mission of building world
class data centers for optimum IT delivery.
From legacy systems support to the
transformative influence of cloud and
software-defined data center (SDDC), we'll
help you choose and implement an agile
architecture that is right for your business. We
provide our clients with solutions to their
most complex challenges, thereby helping
improve and sustain the quality of life around
the world.

HILANS CONSULTING is a local partner for
Black Veatch the global leader in data center
services. Black & Veatch has more

than 100 oces worldwide and delivers
solutions to critical projects in support of
some of the most sensitive missions in the
world. This includes projects for private,
public, state and government clients in more
than 100 countries on six continents. Scopes
have encompassed every stage, from
preliminary studies and planning to
construction and turnover as well as
operations and maintenance and full program
management. Data centers are built from
ground up or delivered as a modular Tier 3
solution
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Planning and Global Site
Consulting Services &
Project Definition

Power Supply &
Distribution Architecture

Engineering for Data
Centers & Infrastructure

Networks /
Communications

New Data Center
Construction
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%" IT TRAINING AND STAFFING

STAFFING

HILANS CONSULTING has a robust framework to screen the best and brightest IT
talent for our clients. From IT management, cybersecurity professionals, network
engineers, programmers, general IT practitioners, and graphic/web designers, we have
seen it all. We work with our clients to understand their business needs and collaborate
to develop the appropriate strategy for staffing. Where necessary we provide staff
augmentation as a short term measure to address pressing resource needs.

We spend time to understand our clients and our consultants on a personal level to
provide the appropriate skill-set alignment. We will provide our clients a temporary or
permanent worker depending on the need. Our guiding principle is that business should
not suffer because of IT staffing needs. It is important to us to build a long-term
relationship instead of quick short term gains. From large companies to SME and very
small companies we are positioned to provide any level of staffing needs to deliver IT
solutions for your business.
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Our Courses

Our courses are developed by
industry leaders in numerous
fields including:

COMPTIA Certified
Security+, Ethical
Network+, Hacker
A+
& o Certified ISO 27001

3 Information Expert
Systems
Security
Professional SANS

Certifications

IT TRAINING

CISSP: CISM:
HILANS CONSULTING is a trusted and information Certified Certified
security training partner. We deliver training through Information Information
several delivery methods - live & virtual, classroom- §y5te'."s Security
. ’ : ecurity Manager.
style, or at client's workplace to meet your pressing Professional
project goals. Certifications include [ISO 27001
implementation, CISSP, Security  +, Microsoft ]
certifications, network security, forensics, audit, CompTIA Security+
security leadership and governance, and application
security. CEH: GSEC:
Certified SANS GIAC
Courses are taught by security practitioners with Ethical Security

Hacker. Essentials.

decades of real world experience. Our professional
and certified trainers can guide you through the
attainment of certifications.

We also offer public speaking at events to create
awareness. We over executive leadership training for
corporate Risk

management and security governance.

We build capacity for internal Cybersecurity staff to
world class talent by offering a tailored security course

HILANS

CONSULTING



OUR
CLIENTS
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OUR
PARTNERS

HKREANTIVE

—TECHNOLOGIES

www.kreativetech.com

- Clone Systems”®

www.clone-systems.com
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GET IN TOUCH

11818 Regents Park Dr
Germantown, MD 20876
USA

+1(240)-595-7949

info@hilansconsulting.com

@

www.hilansconsulting.com
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